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1. aCOCKPIT5 RDP Android Client

aCOCKPIT5 is an RDPANdroid Client thatallows you to connect vidRDPto your remoteCOCKPIT
desktop in the cooperate environment.

aCOCKPITS is gart of JetrdACOCKPIT5clientserver infrastructure farentralizing application
deployment and management using Windows Terminal Services.

End users can connecttteir COCKPIT farm using theiAndroid deviceover LAN (Direct)andbr over
3G, 4G, and Wif

LAN (Direct) - To provideusersthe ability to connect over organizational netw@KCKPIT5i Secure
Connector must be configurdeor moreinformation, readhe Secure Connectowuser guide.

3G, 4G and WifiT To enable users to connect using any other network then LAN, an organizational Wifi
should be configuredzor more information, contact our support tedgtroSuppd@jetroplatforms.com

To publish an application to Mobile device please open the Admin Console and make tlelowing
configurations:

1. Choose which existing COCKPIT5 Terminal Server will be also your Mobile server, and simply check
the Mobile check box on a Hostode like in figure 1:

[|Fg Dizabled
— Terminal Server
Bl Controller _.j Teminal Server [ E h-Booster
; RDF port: -Booster part;
B Primary Cantroller |3339 | |343 |
W Communicatar “ Dashboard CUuC

[] Farce switch manitér Mobile
Open on digplay M |1 =

[ Active Directory Explarer

Figurel

2. Toenable arapplicationto publishedalso to Mobile, simply check the Mobile check box on the
Application
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'g Network
.‘-; Server Settings
S s

-1 Application Groups
-ag Policies

- Client Update
[]...9 Secure Browsing
[ Printing

Figure2

Note, thatin Mobile mode (for Mobile servers only), the Load Balancing béllmade based on the Load

Application Name:
Description:

Disabled:

Executable Path:
Working Directory:
Document,/Parameters:
Type:

lcon:

Scheduling Policy:

| Notepad

[] Disable Run Via Secure Connector: [_] WMobils: gl —

not?padExE LOCE|| WTS...
|[Local . | [wTs.. |
|RDP -]
1 | Local... Eutra lcon: Local...
| WTS... |
Net defined -]

Balancing policy you defined, and not basleel Delivery Configuration.

Please read the compéeuser guideCOCKPIT5about how to usRDP Android Client.
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2. Setting Two factor Authentication

An additional security layer has been adaedrder to allowusers to add combination of two different
components upon login to Cockpit Client.

In order to set the two factor authentication, an organizational mail server must be configured and the
email account should be configured in the Administration Cond@esmail account should be added

into theMail From and theMail User fields in Email and Event Logsettings Sectior(Server Settings,
Alert Settings) as shown on Fy

—
w2 im - < 0-

(@ ldisave

Email and Event Log settings

=

Disable All Settings

: . Network Mail Server g
Té Server Settings Mail From ip
; 3 Load Balancing Policies Mail To 1

Controller Settings Event Log Name Ap

. Network Settings Event Log Source co

EJ Processes To Ignore Mail User i il.com
Session Throttling Password ~ Eee———

P bicn setting]

Figure3

2.1 Configuring Two Factor Authentication

This featue is optional and can be definedGhent Login Policy in the Admin Console.

To configure Two Factor Authentication, from thegin Provider list choose théJser Name, Password
option. Then, from th&wo Factor Authentication list, select théBy Email option and click thé&ave
buttonas shown on Fig.

- g SEMVET SETEINGS
ta] System General
Name: Defautt COCKFIT Client Login Policy
=] Applications Default Policy: v
-0 ApF.}“.CEtIOrI Groups Disabled:
E-ag Policies
42y Client Login Pelic Priority: g
[
-ty Default COCK Login Provider: User Name, Password v
E_-‘. Without Two -
N E‘) two factor Two Factor Authentication: By Email v I
-4 Client Policies
44 COCKPIT RDP Po Auto Logon Settings
(- Client Zone Polici
(- Content Redirecti = L]
[j--“} COCKPIT Web Br ‘ Auto Logon Method: By cached credentials
(- COCKPIT Flash BI

Figured
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2.2 The Login Process

The following process shows the two factor authentication process when user is logging into COCKPIT5
site:
Step 1:The user enters their username, password and domain iritogimescreen and clickOK

0

COCKPIT Client Logon

---------

Username: | |

Password:

Domain: L &

EM

Figure5

The COCKPIT5 serversendsanumeriode t o user 6s organizational el
phone, based on the configucatiin the Active Directory.

Step 2:At the same time, the second authentication screen appears, prompting the user to add the code he
got in order to complete the authentication process:

---------

Two Factor Authentification Code:

R

N D
aa g
N e
@ '; %
_ R~

The code was sent to your email address =_

0K [ Cancel

Figure6

2.3 Spatial configurations

User'sEmail i By default, the code will be sent tser's email addreds the Active Directory General
tabHowever, this is possibl e t ousngargdnizatibralSM®» de t o
server that allows to send SMS by email.

To enable thi®ption, in addition to other TFO configurations,Email Pattern text filed should be
populated:
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-l_:_|§p. Metwork
B All Hosts
[j--ff:*‘ Controllers General
(- Communicators Name: Default Client Login Policy
[]--- Terminal Servers | Defanit Policy: =
- B Host Groups R
[]---:?4 Zones Disabled:
[]---'E‘ Zone Links Priority: 0
(-, Domains
2-£% Server Settings Login Provider: User Name, Password v
I:I-"j Load Balancing Polic Two Factor Authertication: None W
l’*‘ Controller Settings
-2 Network Settings Email Pattem:
-] Processes To Ignore Auto Logon Settings
i Session Throttling
- Alert Settings Auto Logon: ]
= 49
&-fa ?Ftem s Auto Logon Method: By cached credertials
-4y Load Collectors i
3’&, Sessions
Figure7

Code validity period - By default, the Codwill expire after2 min, however the validation pericdn be
modifiedby changing the registry settings on the Controller:

HKLM SOFTWARBetro Platformd Secure BrowsingSB ServeiClient (DWORD) TicketUpdatePeriod = 60
Auto Login functionality - allowsusers to automatically logifio configure this functionalityin the

Admin Console,in Client Login Policy Two Factor Authentication a None optionshould be chosen
and theAuto Logon check box should be checked:

General
Application Delivery

&5 Users | Name: Default COCKPIT Client Login Policy
] Applications Defautt Policy: v

[ Application Groups S

-ug Policies ’

Priority: 0
Login Provider: User Name, Password ]

Twao Factor Authertication: | | IR -~

oG Client Policies
743 COCKPIT RDP Po Auto Logon Settings
- Client Zone Polici
- Content Redirecti
o™ COCKPIT Web B |1

Aute Logon:

By cached credentials

Auto Logon Method:

o O e O e O e O O

- %@ COCKPIT Flash Bl

Figure8
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3. URLRedirection

The URL redirection enhances the securitypbyviding system adimistrators to disable IE access on
Terminal Servers with applications published on without actually preventing from users to browse the IE.

This is a security layer that enables users to browse the IE despite the URL was accessed from inside the
application that were published on Terminal Sewinout IE accessThis happens becauary URL is
configured to automatically bedirecedto a dedicated Terminal Servearith Internet access

To configure the newURL Redirection:

1. On allClients stationscreate a neWRegistry entry "TS Redirection” and setitto 1 ("TS
Redirection"=dword:00000001)

For 64 bit:[HKEY_LOCAL_MACHNS®FTWAREVow6432NodaJetro PlatformsIDsClient]
For 32 bit: [HKEY_LOCAL_MACHISEBFTWARE]Ietro PlatformsIDsClient]

2. On a Controller, run the PublishiExeutility

3. Open the Admin Console and make tbkkowing configurations:

a. IntheContent Redirection policy, check th&JRL Redirection check box.

:[ COCKPIT4 Welcome:
B im-K-0-
1° 1@ M-
ga o Policy
Metwork

| Policy Seti

Server Settings = -
System 1 General '/ Extensions @ Excluded Url List
Application Delivery

ra’} Users

[ Applications

1% Application Groups - Name Default Content Redirection Policy
wg Policies 5

SPE. Client Login Policies i

:‘ Client Policies Description:

-4 COCKPIT RDP Policies
; s Client Zone Policies

#. Content Redirection Policies Default Policy:
7 Default Content Redirection
+-4 % COCKPIT Web Browser Toolbar
@ COCKPIT Flash Blocker Policies Priarity:
¥ Client Update
Secure Browsing Masdmum Size Limit (Kb):

Printing I Urt Redirection:
Reporting

Disabled:

=1 o <
i

3]
L

General

Figure9

b. Publish a new application with the following parameters and add the destination host under the
Delivery Configuration tab.
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Application - ‘Internet Explorer 4 e’

3 General 72) Delivery Configuration 3 Delivery Configuration Via Host Groups ! «';bllooess
Application Name: | [
Description:
Disabled: O Disable Run Via Secure Connector: [ ]
Executable Path: C:\Program Files\Intemet Explorer\iexplore exe Local... | | WTS...
Working Directory: Local... | | WTS...
Document/Parameters:
Type: |RDP -]
Icon: @ Local... Bxtra Icon: o] | Local...

= ws..
Scheduling Policy: Not defined -]
(_) Run On Remote Browsing Zones (®) Run On Intemal Zones
Process Control
Process Name: iexplore I
User Lt I 4 .
CPU Limt (4 o | Memoymemer 0 |
l | Edsave B Saveand Close | EJ Close

Figure10

4. On theDestination Terminal Server, IE should beenabledand he #J Ds Co ciktpeBnBHO. d
folder should be renamed.

4. Session Reconnection

A new policy has been added allowing to resuiszrs to one workstation login in order to prevent from
morethe one session to be running for one uBkIs can be done by checking the reastrict users to
one workstation loginin the General Tabnthe Client Policyscreen:

9
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{q_l System
9% Application Delivery

e
-] Applications
-1} Application Groups
E-ag Policies
&5 Client Login Polic
... & Default COCK
E_;. Without Two -
iy two factor
[—]g Client Policies
&) Default COCK

(%3 COCKPIT RDP Po
(- Client Zone Polici
-7 Content Redirecti
(- €% COCKPIT Web Br
[#-## COCKPIT Flash BI
- Client Update

[j---& Secure Browsing

- Printing

[]---‘ Reporting

Cl'"t:_ General

Figurell

@

| Name:
. Default Policy: vy

Disabled:
Priority: 0
Dashboard Made: O

Default COCKPIT Client Policy

I Restrict users to one workstation login:

Allow multi-site connections Enabled

Client Idle Timeout {min): 10 $

Disconnect Site On Remote Sessions Disconnected:
Force log off on Bt Client:

Exit Client On Sites Disconnected:

Upload settings
Allow Upload:

Client Auto Start:

Erase Password By Logoff:

Show Connection Balloon:

Now, when a user will log into his COCKPIT5 farm from a second work station while an active session is
still running on his first work station, the client on a second station will be automatically reconnected to
an existing session. At the same time, the chenthe first station will be closed.
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, B% Y 7
f.%,}t:gf.' O -
=-A qa & Policy
[j 3 Network . Policy Setii
[#-f 4 Server Settings = 1
i 78 General | & Win Client Bl Dashboard / CUC
1—3~% Application Delivery
Sfﬁ& Users General
-] Applications : " G
(- 49 Application Groups 1 Name: Defautt Client Policy
E—)J Policies Default Policy:
@.’2; Client Login Policies : .
=& Client Policies Haabiet
8 Default Client Po Priority: 0
Q COCKPIT RDP Policit .
%3 Default COCKPIT|q ki bt >
E,,& Client Zone Policies |3 I Restrict users to one workstation login: I
- st : Allow multi-site connections Not Configured EI
- € COCKPIT Web Brows 4
[#-¥§9 COCKPIT Flash Block
@@ Client Update a s il =
- (-_3’ Secure Browsing Chert ke Thneoix e d iz EE RS ]
(- Printing Disconnect Ste On Remote Sessions Disconnected: | |  Erase Password By Logoff: [
-4 Reportin v
@ Reporting Force log off on Ext Ciert: ] Show Connection Balloon:
[~y General S N R T e s
Upload settings
Allow Upload: ]
Upload Maximum Size Limit (Kb): ©

Figure12

5. Session Control

Now, dl Cockpit sessions can be controlled from 8essionscreen. Right clicking on the session will
display a Session memith the following options

9 Disconnect- allows to disconnect the session remotely

Send Message allows to disconnect the session remotely.
Session Informationi displays the Session Information screen
Session Printers displays a list of all printers in this session.
Session Mirror i allows session mirroring.

Log off i allows to log off a session.

Lunch Processi allows to lunch processes in the session.

= =24 =4 =4 - - -

Show Screeri allows to take a snap shot of user's screen.
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"ERT Bk

&) : @ [CRefresh Period (sec: |10 +| @ Mg & Search By T S: By Marne: T B
B.--B-':’:.: —— Drag a column header here to group by that column.
j“—", Server Settings Teminal Server  User Name  User Domain  Station Mame  Session Id  Status Session Type Idle Time Login Time Limited Rdp Policy
—-4a| System [ﬂ 1 :
" | oad Collectors Refresh monitor
## Disconnect
' Send M
-j--L=:‘| Application Delivery [ SendMessage
% Users 44 Session Information
-] Applications o Session Printers
1\: Application Groups Session Mirror
E|.3 Policies
| @& Client Login Policies @ Logoif
9:3 Client Policies 4 Launch Process
: ... Default Client Po|; Show Screen

. 293 COCKPIT RDP Policid

Figure13

6. Log off Mechanism

ThelLog Off mechanism has been redesigned to display the list of all modified applications with unsaved
data upon attempt to log off:

Applications

42| Untitled - Motepad

.«_ﬂ Untitled - Motepad

[; Untitled - Motepad

E Document1 - Microsoft Word

[ Force Log Off and Exit ] [

Figure14

In addition, a nevirorce log off on Exit Clientpolicy has been addeadto theClient Policiesscreen, that
forces logging off Clienwithout notification for unsaved changebken the user clickBxit.
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Figure15

7. Connections' detalls

The OS and SP parameters were added tGdméroller's Connectionsscreen:

Figure16

This will allow tonavigate from th€entral Management Screerto theConnectionsscreen by simply
double clicking theConnected Usersn theControllers panel:
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